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Stateful firewall allows packets to be dropped.
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':Q:' Detect Data Races on Switch Flow Table

Data Race: two unordered events accessing the same flow table, where at
least one of the events is a write.
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How to capture asynchrony in SDN?
Define high level events:
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} = Flow table write: =  Switch — Controller:
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= FLOW _MOD (MODIFY) = PORT_STATUS
Conflict Detection = Flow table read: =  Controller — Switch:
= Lookup rule for packet = FLOW_MOD
= Send packet/message = PORT_MOD
= Receive packet/message = PACKET_OUT

Commutativity = BARRIER_REQUEST
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